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Abstract —Several QoS provisioning mechanisms such as
Differentiated Services (Diffserv) and Integrated Services
(Intserv) have been recently devised and applied to bring
Quality of Service (Qo0S) to the Internet. This paper studies
end-end QoS performances of two QoS-demanding
applications using different transport protocols. Both
applications are tested in a real network environment, with
end-end QoS provisioning by Intserv. They use QoSockets, a
new extension of QoS specification and management to the
Berkeley sockets. Their performancesin terms of throughput,
delay, jitter, and loss are measured under a number of test
cases combining several factors: (1) single or multiple flows,
with or without resource reservations; (2) normal, heavy, or
overloaded scenarios; (3) uni- or bi-directional streams; and
(4) TCP or UDP protocols. The experimental results show that
the performances of two applications with the Intserv resource
reservations are significantly improved, but not always
guaranteed. It is also shown that UDP applications are able to
get the requested QoS while TCP applications may not because
of the nature of its bi-directional traffic flow. The paper
provides detailed interpretation of the results and provides
generic conclusions on application QoS.

[. INTRODUCTION

Two major mechanisms to suppart delivery of Quality of
Services (QoS) have been proposed by the IETF:
Differentiated Services (Diffserv) [7] and Integrated
Services (Intserv) [3]. Diffserv is a padet-based priority
service that provides sveral types of premium or asaured
services to med differentiated needs of network
applicaions. Intserv is a flow-based resource reservation
service, which employs guaranteed and controlled load
services to suppat end-end misson-criticad services such as
red-time service Intserv uses RSVP (ReSerVation
Protocol), the resource reservation signaling protocol [2].

This paper deds with the end-end QoS délivery from the
perspedive of an applicaion. An applicaion must not only
reserve its required QoS, but also monitor and respond to
the adua QoS delivered because some intermediate
networks may not strictly guaranteethe QoS requested.

QoSockets (Quality of Service Sockets) [1] is an
extension of the Berkeley socket mechanisms to suppart
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provisioning and management of end-end QoS. A QoS
demanding application can use QoSockets to request end-
end service with spedfied QoS guarantees. The QoS
spedficaions are used to negotiate and allocate network
resources, as posshle -- in a manner that shelters the
application from the underlying resource dlocaion
medhanisms, and to generate red-time instrumentation to
monitor the adual QoS delivered by the network. This QoS-
management instrumentation enables QoS managers using
SNMP (Simple Network Management Protocol) [13] to
accessthe aittomaticdly generated QoS MIBs (Management
Information Bases) [14]. In particular, an applicaion using
QoSockets can monitor the adua performance and adapt
then to changing retwork conditi ons dynamicdly.

This paper describes experiments in applying QoSockets
for QoS provisioning to two applicaions. The first is
NetVideo [10], a UDP-based red-time video todl; and the
other is DIRM [6], a TCP-based resource management
middeware for socket-based and CORBA[4]-based
applications. Both applicaions were originally developed
using sockets and have been easily modified to use
QoSockets and take advantage of its powerful infrastructure.

Each applicadion is tested under threetraffic conditions
with varied flow demands and reservation scenarios. Each
has its own testbed, consisting of two sub-networks with
heterogeneous g/stem  environments  bridged by a
“bottlened” link between two RSV P-aware routers. Intserv
is used to provide end-end resource reservations in the
network.

The experimental results sow that these gplicaions
demanding QoS gain significant performance improvements
throughthe use of QoSockets. NetVideo runs fairly steadily,
but DIRM has a very complex behavior because its traffic is
bi-diredional and dof large and varied-size messages, and its
reservations do not cover the entire traffic route.

In addition to the guaranteed data flow, a typicd TCP
communicaion such as DIRM requires a guaranteed
adknowledgement (ACK) flow. QoS provisioning services
are usualy unidiredional and present difficulties for the
dlocdion of the reverse ACK traffic. In general, this fad
makes QoS guarantees for TCP applicaions more
challenging.

“Thiswork is ponsored by the US DARPA under Contrad No. F3060296-C-0315and dane when Phil Wangwas a
reseach scientist in Computer Science Dept., Columbia University.



This paper is organized as follows. QoSockets is
introduced in Sedion 2 with its architedure, QoS
charaderization model, QoS provisioning, and QoS
management. Sedion 3 describes two multimedia
applicaions, NetVideo and DIRM, with their QoS
requirements and experimental environments (testbeds). The
experimental data (throughput, delay, jitter, and los9 are
detailed and dscused in Sedion 4. Finaly, Sedion 5
presents conclusions on QoS- demanding applicaions and
QoS provisioning services.

II.  QoSockets

Berkeley sockets are widely used in  network
programming, but by themselves do not bring QoS
provisioning to applications. QoSockets [1] extends
Berkeley sockets to enable gplicaions to spedfy and
manage QoS. QoSockets provides medhanisms to provision
QoS by all ocating retwork resources to applicaions, and by
monitoring QoS delivery performancein red-time.
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Figure 1: QoSockets Architedure

A. Architecture & Operations

The overal architedure of QoSockets is depicted in
Figuwe 1. An applicaion provides gpedficdions of its
desired Qo0S. QoSockets compiles the spedficaions into
respedive transport protocols and mechanisms, when
possble. Protocols supparted by QoSockets include TCP,
UDP, RSVP, ST-Il, and ATM [5]. QoSockets also generates
instrumentation to monitor the QoS delivered to the
applicaion and constructs appropriate QoS Management
Information Bases (MIBs) to accessthis instrumentation.

QoSockets supparts the following functions:

* Connection Establishment: initiaize ad establish
connedions and reserve the aplicaion QoS
requirements pedfied.

 Sdection of Protocols: seled a spedfic transport
protocol and bind a socket address to a QoSockets
connedion endpadnt.

*  Monitoring QoS delivery: monitor the QoS performance
of applicaions communications, and store the sampled
performance statistics into QoS MIBs.

QoS MIB Access. access values of QoS MIBs using
SNMP-based interfaces.

Figure 2 shows how QoSockets operates above an
underlying RSVP service QoSockets shelters applicaions
from the complexity of the interface detail s of the spedfic
QoS provisioning mechanism. One ould use the same
QoSockets pedfication for RSVP and ATM.
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Figure 2: QoSockets and Intserv/RSVP

Figure 3 shows how QoSockets works with QoS MIBs.
When an applicaion establishes a QoSockets connedion,
QoSockets darts colleding the status and performance data
related to the cnnedion and its traffic, including QoS
spedficaions, connedion duration, transmisson rates,
delays, etc. It dso deteds QoS violation by analyzing the
QoS requirements and red colleded performance statistics.
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Figure 3: QoSockets and MIB

The data stored in the QoS MIBs are accesed inside the
application or from SNMP agents using remote SNMP
network managers. Thus, QoSockets al ows applicaions to
control and adapt to QoS performance by using applicaion
exception handling procedures (locdly) or by requiring
asdstance from network managers (remotely).

B. QoS Characterization

The main types of QoS attributes in QoSockets are
throughput, delay (and jitter), and reliability. In addition,
QoSockets introduces the coerced flag, to coerce mmpatible
QoS requirements of the sender and the recever of atraffic
stream.

1) Throughput



QoSockets defines four parameters to represent the

network throughput.

e min_rate: Lower bound of transmisson rate;

* max_rate. Upper bound of transmisgon rate;

» peak rate: Upper bound of transmisson pe rate;
* dize Maximal size of transmitted messages.

Eadh rate is number of messages conveyed per seaond.
The throughput is the product of the rate (min_rate,
max_rate, or peak rate) multiplied by the message size
(bytes). For the ith traffic stream, its throughput is computed

as (in bytes/s):
Minimal: {, = min_rate x sizé (1a)
Maximal: t, =max_rate x sizé (1b)
Peak: t, = pedk_rat€ x sizé (1c)

2) Delay & Jitter
QoSockets defines four parameters related to the
transmissgon delay and jitter.
* min_delay: Lower bound of transmisson delay;
* max_delay: Upper bound of transmisgon delay;
* int_delay: Maximal time dapsing between two receved
messages,
o jitter:
messages
These parameters are metered in milli seconds.

Maximal delay variance of two conseadtive

3) Rdiability
QoSockets defines the reliability using three major
parameters.
» loss: Percentage of messageslogt;
* rec_time Maximal time dapsed for recovering a
disrupted connedion;
e permt: Permutable flag indicaing if messages can be
delivered out of order.
QoSockets also provides other parameters (e.g.,
connedion failures) used for monitoring retwork
reli ability.

4) Coerced flags

QoSockets allows bath the sender and the recever of a
strean to define their own QoS parameters. Sometimes, the
QoS parameters at ead end conflict with ead other and
need to be werced (downgraded) to a cmmonly accepted
level. Coerced flags are therefore used to indicate which
parameters $ould be merced. If no coercion is requested,
both sender and recaver use their own parameters to request
QoS, which may cause resource dlocdion failure in case of
incompatibility.

For example, suppose two ends of a traffic stream want
to coerce their ped rates (by setting coerce peak rate =
True), and the rates of the sender and the recever are 64 and
60 KBps (kilobytes per semnd) respedively. QoSockets
coerces them to the minimal common rate of 60 KBps, and
notifies the new rate to bah sender and recever. The sender
effedively downgradesits pesk rate to 60KBps as aresuilt.

C. QoSProvisioning

QoSockets provides applicaion QoS by requesting
resource dl ocations of the underlying service providers sich
as Intserv, Diffserv, and ATM. The airrent implementation
includes ATM and RSVP. RSVP, adso known as “soft
mode”, is a reservation protocol of Intserv and avail able for
TCP and UDP traffic (referred here & R-TCP and R-UDP
respedively).

In the soft mode, QoSockets maps the gplicaion QoS
requirements to the Intserv QoS, and requests the
reservation to the RSV P daemons at the end hosts of senders
and recevers. The daegnons propagate the QoS request to
the resources (hosts and routers) along the flow route. If a
resource reservation succeeals, the gplicdion network
communication asociated with the reservation may med its
QoS demands. When aresource reservation fail s, QoSockets
returns a message to the gplicaion. Combining this
message with the QoS MIB contents, an applicaion can
change its QoS requirement to adapt its reservation to
avail able resources.

Experience with QoSockets sows that, even when the
reservation succeals, the end-end effedive QoS may drift
from the original negotiated Qo0S. There ae several reasons
for this. (1) Not every intermediate eguipment involved
suppat reservations. For example, it is common that a
workstation requesting an RSVP reservation is in fad
conneded to a shared best-effort Ethernet hub and the hub
conneded to an RSVP router. (2) Not al applicaions
comply with their reservations. The gplicaion may
adually send more padkets than the reservation it requested
and incur possbly large padcket delays and losses. (3)
Equipment may fail. Applications have to seedisruptions of
QoS and nedd to choose dternative routes.

1. QoSAPRICATIONS AND TESTBEDS

This sdion introduces two multimedia gplicaions: the
red-time video tool NetVideo [10] and the resource
management system DIRM [6]. Their core programs are
respedively NV and IlOPGW (11 OP GateWay, the resource
manager of DIRM), in which the socket appli cation program
interface(API) has been replaced for the QoSockets API.

To investigate issues fadng provisioning protocols in
providing QoS, ead applications uses a different transport
protocol. NetVideo uses UDP, and DIRM uses TCP.
Moreover, the aithors developed the traffic generation
program TG (Traffic Generator) to generate the reference
traffic of TCP or UDP for the tests.

The testbeds of NetVideo and DIRM are similar in
network layout, but very different in how they are used.



A. Smilarities of the Two Testbeds

The two testbeds are shown respedively in Figure 4
(NetVideo) and Figure 5 (DIRM). Each testbed is not
isolated butrather constructed to be apart of the Columbia
University Computer Science Department network.

1) Network Layout

Each testbed consists of two locd sub-networks:
12859.10.0/24 (Subnet 10) and 12859.11.0/24 (Subnet 11).
Two routers are mwnneded using a seria line (using another
sub-network 1921681.0/24) which has a “battlened”
bandwidth (1.5M) between Subnets 10and 11

2) Hostsand Routers

Two hubs conned the hosts, and constituting two
separate sub-networks. The two workstation hosts are aSun
SPARCdtation 20 (ws0) and a Sun SPARCstation 5 (wsl),
equipped with the Class Based Queuing (CBQ) patch to
boost their Solaris 2.5.1 kernels with traffic control suppart.
The Sun RSVP padkage SolarisRSVP 0.5.0 [8] is aso
installed. The two PC hosts are used only in the DIRM
testbed: pcO, which is an IBM Thinkpad 760 (Pentium
166MHz), and pcl, which isa DELL Dimension XPS R400
(Pentium 1l 400MHz). Both PCs are equipped with Linux
2.0.36 and the Linux port of the RSVP r4.2a3 padkage [9].
(Althoughthese hosts are not the latest devices, they are fast
enough to manage the traffic and to congest the routers
conneded by the low bandwidth serial li ne).

Two Cisco 2514 routers are equipped with Cisco 10S
11.2 and provide RSVP suppat by Weighted Fair Queuing

(WFQ).

3) Traffic Flows

In ead experiment, two kinds of tunable traffic flows
are generated between the two subnets for comparisons. The
main traffic flow is generated by the pair of NV or 11OPGW
programs whil e the reference traffic flow is generated by the
pair of TG programs.

The main traffic flow may be reserved (with QoS) or
unreserved (without QoS) and use UDP or TCP transport,
whil e the reference traffic flow is always unreserved (either
UDPor TCP).

4) Test Cases

A typicd test case of an experiment is compaosed dof: (1)
reserved and/or unreserved main traffic flows; (2) normal,
heavy, or overloaded traffic condition; (3) single or multiple
flows; and (4) bi-diredional TCP or unidiredional UDP.
(Table 1in next sedion lists all the test combinations.)

The Control-Load (CL) service of Intserv is used to
provide aplicaions with QoS (resource reservation).
Otherwise, appli cations tested without QoS provisioning wse
the Best-Effort (BE) service

5) QoS Performance Monitoring

The NV and IlOPGW applications are monitored by the
QoSockets instrumentation in red time. All of the
performance parameters (including throughput, delay, jitter,
and losg are sampled at the recaver end of aflow, whil e the
throughput is sampled at the sender end. Throughput and
lossare computed from total numbers of messages sent and
recaved, which are sampled and reset every 0.5 second. The
delay and jitter are sampled per message transmitted.

B. NetVideo Testbed

NetVideo [10] is a multimedia tod for the Internet that
ceptures, transfers, and receves red-time video pictures
using UDP. The proposed version employs the QoSockets
API and requests QoS for UDP transport (R-UDP).

The two NV programs (sender and recever) run on two
workstations: ws0 and wsl (seefig 4). Wsl ads as a video
sender, is equipped with a video camera, and captures red-
time pictures at 30 frames per second, while ws0 ads as a
video recaver and dsplays those pictures recaved from
wsl on the screen. The main traffic flow of NetVideo, is
depicted in Figure4 aong the route marked as “UDP
Traffic”.

Because the NetVideo sender can use bandwidth up to
1024 kil obits per second (kbps), its transmitting rate can be

Subnet 11 Subnet 10

NetVideo
TG

UDP Traffic
...... 192.168.1.0

Serial Connection (1.5M)

Ethermet (10M)

Ethermet (10M)

bigger than 30 frames/s (eat frame is roughy 1280 kytes).
In this test, it sends up to 80frames/s when its bandwidth is
set to 640kbps.

Figure 4: NetVideo testbed

The two TGs run on the same hosts as the NV sender
and receaver, and creae aUDP reference traffic flow in the
same diredion as the main traffic flow. The TG sender
sends a 1024byte message & an approximate rate of
53Ckbps, but the recaving rate of the TG recever may vary
under diff erent traffic condition.

1) QoS Requirements
User requirements
Rates: 60~80frames/s Delay: 0~100ms
Jitter: <50 ms Loss. <5%
M ax frame length: 1280Byte Recovery time: 5000ms
Mapped QoSockets parameters
Throughput
min_rate= 60 max_rate=80 peak_rate=100 size=1280



Delay

min_delay=0 max_delay=100 int_delay=50
Reliability

rec_time=5000 loss=5 permt=False
Coerced flags

All coerced flags are set to TRUE.
2) Traffic Profiles
NV

Protocol: UDP

Rate (kbps): 6144

M essage size (B):
TG

Protocol: UDP

Rate (kbps): 540

Network Service: CL or BE
Peak (kbps): 1024
1280

Network Service: BE
Message size (B): 1024

C. DIRM Testbed

DIRM [6] develops a high-level API that allows grean-
based (socket) and ohjed-based (CORBA [4]) applicaions
to aqquire QoS. Per appli cation request, DIRM all ocates and
manages network resources (e.g., bandwidth) dynamicdly
using the 11OPGW resource manager. IlOPGW uses the
QoSockets over TCP (R-TCP) to request the resource
alocdtion for its gream traffic.

Figure 5isatypicd scenario of DIRM, where Sli deshow
is a client-server sample Java gplicaion using CORBA.
The Slideshow server, a CORBA obed service
implementation on pcl, manages a repository of images.
The Slideshow client, a CORBA client application on pcO,
requests the images through its ORB (Objed Request
Broker) and then displays them on the screen. Two [l OPGW
programs on wsO and wsl run as IIOP gateways and
establish a “bridge” between the ORBs of pcO and pcl. The
bridge provides QoS guarantee to the traffic between
Sli deshow server and client.

Subnet 11 Subnet 10
Slideshaw Server Slideshaw Client
IOPGW
pe 1 ws 1 16 ‘ w3 0 ‘ ‘ o0 ‘
i TCP T T Trce i)

...... 1592.168.1.0

Serial Cannection (1.5M)

Ethemet (10M) Ethernet (104)

Figure 5: DIRM testhed

When starting, the pcO client makes an objed request for
the image service to its locd ORB, which forwards the
request to the ws0 (locd) IIOPGW at wsD. WsD processes
and transfers it to the wsl (remote) 11OPGW. Ws1 processes
and transfers it to the pcl server. Pcl processes this request
and then requested image to pcO along the reserve path of
the dient request.

The IIOPGWs at ws0 and wsl make two bandwidth
reservations for the I1OP connedions between them. The

main traffic flow between two IlOPGWs is thus proteded in
the canter of the path transferring images from pcl (the data
sender) to pcO (the data recever). The whole path is labeled
with “TCP Traffic” in Fig. 5 and passes two-way traffic.

Two TG programs aso run on wsl and ws0, and creae a
competing TCP strean along the same route a the main
traffic flow. This is the reference traffic flow, without
reservation.

One thing to be mentioned here is that IIOPGW
transmits a whole image eab time, from 18 to 58kil obytes
(KB), and resulting in big bursting rates for the main traffic
flow. Its message sizeis consequently much bigger than that
of NV (1280 lytes) and TG (1024 lytes).

1) QoS Requirements
User requirements
Slides: 1~3images/s  Delay: 100~500ms
Jitter: <250ms Loss O
M ax message size: 60000 lytes Recovery time: 5000ms

Mapped QoS parameters
Throughput

min_rate=1 max_rate=1 peek_rate=3 size=60KB
Delay

min_delay=100 max_delay=500 int_delay=250
Reliability

rec time=5000 loss=0 permt=False
Coerced flags

All coerced flags are set to TRUE.

2) Traffic Profiles
I OPGW
Protocol: TCP
Rate (kbps): 480
M essage size (B):
TG
Protocol: TCP
Rate (kbps): 540

Network Service: CL or BE
Peak (kbps): 1440
60000

Network Service: BE
Message size (B): 1024

IV. RESULTSAND ANALYSIS

The test performance is monitored in red-time inside
appli cations, using the QoSockets MIB management of NV
and I1OPGW and the TG monitoring module. The main
parameters gudied are throughput, delay, jitter, and loss.
Throughput and loss are omputed over time (t), and delay
and jitter are computed per message (m). These measures
are defined in Equations (2)-(5).

e Throughput
T =2P /1 2

Where T; is the throughput (bits/s or bps) during the ith
sampling interval, >P,(t) is the total bits of al receved
messages within the ith interval, and t; is the time duration
of theith interval.

e Loss

Li () =100* (- 3R (/23S ®) (3



Where L; is the lossrate (%) during the ith interval, and
SRi(t) and YS(t) are respedively the total numbers of
receved and sent messages within theith interval.
 Delay

Di(m) = ri(m)- s(m) (4)

Where D; is the delay (milli second) of the ith message
arrived, and r; and s are the arival and sending timestamps
of the ith message.

o itter
J(m) = |Di(m) —Diy(m)|, whilei>0  (5)

Where J is the jitter (absolute value in milli second) of
the ith messge, D; and D;; are the delays of two
conseautive messages computed from Equation (4).

Each testbed exeautes three experiments with different
traffic oconditions, and is also subjed to the badkground
traffic within the departmental network. (A) Normal,
involving a single flow of NV, IOPGW or TG, with tota
traffic dose to 50% of the bottlened bandwidth (1.5Mbps).
(B) Heavy, involving two flows: one NV or IIOPGW and
one TG, with total traffic dose to 80% of the bottlenedk. (C)
Overloaded, involving threeflows: one NV or IlOPGW and
two TG, with total traffic beyond the bottleneck.

Test| NetVideo (NV) |
A. One-flow: Normal

Al NV w/o QoS: UDP
A2 [NV w/ QoS: R-UDP
A3 [TG: UDP

B. Two-flow: Heavy

DIRM(IIOPGW)

IIOPGW w/o QoS: TCP
IIOPGW w/ QoS: R-TCP
TG: TCP

B1 [NV w/o QoS and TG

IIOPGW w/o QoS and TG

Bla |NV w/o QoS: UDP IIOPGW w/o QoS: TCP
Blb |TG: UDP TG: TCP

B2 NV w/ QoS and TG IIOPGW w/ QoS and TG
B2a [NV w/ QoS: R-UDP IIOPGW w/ QoS:R-TCP
B2b |TG: UDP TG: TCP

C. Three-flow: Overloaded

Cl |NVw/oQoSand2TG |IIOPGW w/o QoS and 2 TG
Cla |NV w/o QoS: UDP IIOPGW w/o QoS: TCP
Clb (TG 1: UDP TG 1. TCP

Clc |TG 2: UDP TG 2: TCP

C2 |INVw/QoSand2TG IIOPGW w/ QoS and 2 TG
C2a [NV w/ QoS: R-UDP IIOPGW w/ QoS:R-TCP
C2b |TG 1: UDP TG 1: TCP

C2c (TG 2: UDP TG 2: TCP

Table 1 Test cases of NetVideo and Il OPGW experiments

For ead traffic condition, ead experiment performs 2—
3 tests, as listed in Table 1. For example, two tests, B1 and
B2, study heavy traffic condition. Both B1 and B2 have two
flows (e.g., Bla and Blb). For NetVideo, Bla is the

unreserved main UDP flow generated by NV (without
Qo0S), B2a is the reserved one (with QoS), while both Blb
and B2b are the reference UDP flows generated by TG
(without QoS).

The measurements of the two experiments are presented
in this edion, followed by analysis and discusgons. The
figures in this sdion depict the average experimental data
sampled by NV, I1OPGW and TG. In the throughput figures
(Figures 6 and 9), the light gray column represents an
average value of the flow sender whilst the dark gray
column represents the one of the flow recever. Two
columns drawn together, one light and the other dark, reflec
the throughput rate difference of a flow in one test. In other
figures (of loss delay and jitter), only dark columns are
drawn (from the measurements at the recavers).

A. NetVideo

In this experiment (for NV and TG) at least 100
samples of throughput and loss are computed, while
2000-4000 samples of delay and jitter (per message) are
computed (varying for ead test).

1) Throughput
Figure 6 shows the average throughput rates (sending

and recaving) for all tested flows. Looking at these rate

columns, the following charaderistics about throughput are
concluded.

*  For reserved NV flows (A2, B2a and C24), the sending
and receving rates match. For unreserved flows of both
NV (A1, Bla and Cla) and TG, their rates do not match
and do show considerable disparity particularly under
overloaded traffic.

e For NV flows, the rates of reserved flows (A2 and B2a)
under normal and heavy traffic conditions are abit less
than those of unreserved flows (A1 and B1a), due to a
tiny overhead by the Solaris traffic-control kernel
scheduling reserved flows. As expeded, under
overloaded traffic ocondition, the receaving rate of
reserved flow (C2a, 520kbps) is twice that of the
unreserved one (Cla, 250kbps).

e Asthe traffic condition varies from normal (A), heavy
(B) and overloaded (C), reserved NV flows have steady
throughput rates close to 53kbps, whereas unreserved
NV and TG flows reducetheir receving rates from 570
(A1) to 250kbps (Cla).

e Under the overloaded traffic condition, the reserved
C2a flow has dmilar sending and receving rates
(52kbps), while the unreserved Cla ad TG flows
(Clb and Clc, C2b and C2c) do experience significant
disparity between sending and receving rates.
Moreover, TG flows C2b and C2c become worse and
even experience -200kbps disparity when compared to
flows Clb and Clc, which experience only -120kbps
disparity.
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(C) Threeflow tests (overloaded), the l&ft 3 column groups represent one
NV andtwo TG flow rates when NV is tested without QoS whilst the
right 3 groups represent their rates when NV iswith QoS

Figure 6: Throughput rates of NetVideo flows

2) Loss
Message lossis very dependent on the throughput, and
increases as the gap between sending and receving rates of

a flow increases. Figure 7 shows the average lossrates for

all tested flows, as smpled at the receving ends.

e Under norma and heavy traffic conditions, baoth
reserved and unreserved flows (except Al) do not lose
messages.

* Under the overloaded traffic condition, the reserved
C2aflow has zero loss while the unreserved Cla gets a
big lossrate (47%) and TG flows have lossrates 25%
(Clband Clc) and 40% (C2b and C2c).

NetVideo Loss
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Figure 7: Message lossrates of NetVideo

3) Delay

Figure 8 shows the arerage delay values for all flows, as
sampled per messge & the recaving ends. From thisfigure,
one mncludes the foll owing.
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Figure 8: Message delays of NetVideo

e As the traffic condition varies from norma (A) to
heavy (B) and overloaded (C), reserved NV flows have
steady delays (<30ms), whereas unreserved NV and TG
flowsincrease sharply their delays.

e Under the overloaded traffic condition, the reserved
C2a has dill a low delay (25ms), but the unreserved
Cla ad TG (C1b and Cic, C2b and C2c) flows have
delays 10-30 times higher. TG flows C2b and C2c have
delays up to 720ms, larger than flows C1b and Clc do
(600ms).

4) Jitter
Figure 9 shows the arerage jitter values for all tested

flows, as computed from message delays at the receving

ends. Similar to delay, one concludes the following about
jitter.

¢ As the traffic condition varies from normal (A) to
heavry (B) and overloaded (C), reserved NV flows have
bound jitter (<10ms), whereas unreserved NV and TG
flowsincrease largely their jitter (e.g., Cla and Clc).

e Under the overloaded traffic condition, similar to the
delay, the reserved C2a has jitter smaller than the
unreserved Cla has. Moreover, different from what
happens for the delay, TG flows (C2b, C2c) have dso



lower jitter for the reserved NV (C2a), when compared
to the flows Clb and Clc. The reserved flow (C2a)
jitter (5ms) is much smaller than that of the unreserved
Cla(115ms), indicating that traffic control for the main
traffic may help in jitter reduction even for the
referencetraffic.

NetVideo Jitter

AL A2 A3 Bla BIb B2a B2b Cla Clb Clc C2a C2b C2c

Figure 9: Message jitters of NetVideo
B. DIRM

DIRM tests are similar to NetVideo. At least 200
samples of throughput and loss are wmputed for [OPGW
and TG while 1006-10000samples are computed for delay
and jitter. It is noted that no message is lost in all tests
becaise all flows here ae TCP-based.

1) Throughput

The average throughput rates of DIRM tested flows are
shown in Figure 10, and ead flow has smilar sending and
receving rates due to TCP control.

e For the reserved I1OPGW flows (A2, B2a and C2a), the
sending and recaving rates match. For unreserved
IITOPGW (A1, Bla and Cla) and TG flows, their rates
do not match completely without QoS provisioning.

e Under normal traffic condition, there is no obvious
difference of throughput rate between the reserved (A2)
and unreserved (A1) IIOPGW flows. But, under heary
and overloaded traffic conditions, the reserved B2a and
C2a flows have rates higher (20%) than those of the
unreserved Bla and Cla

e As the traffic condition varies from norma (A) to
heavy (B) and overloaded (C), al of reserved 11 OPGW,
unreserved [IOPGW and TG flows reduce somewhat
their throughput rates.

Here one notes that the throughput deaeases as the
traffic oondition varies from norma to heary and
overloaded. It is natural that, becaise of no reservation, TG
flows reduce their throughputs as the network traffic
increases.

But, why do the reserved IlOPGW flows (B2a and C2a)
have their throughput reduced as well ? The reason is a bit
complicaed, and deferred untii the next sedion
“Discusson”.
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(A) Singleflow tests (normal), each column group (gray and dark)
represents the sending and receiving rates of one tested flow.
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(B) Two-flow tests (heavy), the left 2 column groups represent one
ITOPGW and one TG flow rates when IlOPGW is without QoS whilst
theright 2 groups represent their rates when IlOPGW is with QoS.
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IIOPGW Throughputs ‘ m Receiving

[loPGW woQos ]
(C) Threeflow tests (overloaded), the left 3 column groups represent one
IIOPGW and two TG flow rates when IlOPGW is without QoS whilst
the right 3 groups represent their rates when IlOPGW is with QoS.

Figure 10: Throughput rates of DIRM flows

2) Delay
Figure 11 shows the average delay values ssmpled from

al tested flows in the DIRM experiment.

e As the traffic condition varies from normal (A) to
heary (B) and overloaded (C), reserved 11OPGW,
unreserved 11OPGW, and TG flows incresse their
delays.

e Under heavy and overloaded traffic conditions, the
reserved I11OPGW (C2a) flow has snaller delay than the
unreserved 11OPGW (C1a). The TG flows have similar
delays (B1bvs. B2b, Clbvs. C2band Clc vs. C2c).
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Figure 11: Message delays of DIRM

It is reassonable that both urreserved 11OPGW and TG
increase their delays, as the traffic condition beames heary
or overloaded. Why do the reserved 110PGW flows (B2a
and C2a) have big delays? The reason is that the average
size of IIOPGW messages is 38 KB, much bigger than the
TG message size of 1 KB. One can verify this datement by
noting that, under normal condition, the delays of bath
unreserved (A1) and reserved (A2) IIOPGW flows are far
bigger than that of the TG flow (A3). With areservation the
C2aflow (IlOPGW) has a smaller delay than TG flows C2b
and C2c & expeded. Also as expeded, TG flows increase
sharply their delays from B2bto C2b and C2c.

IIOPGW Jitter
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Figure 12: Message jitters of DIRM

3) Jitter
Figure 12 shows the average jitter values for all tested

flows.

» Asthe traffic condition varies from normal (A), heavy
(B) to overloaded (C), reserved 110PGW, unreserved
IIOPGW, and TG flowsincrease their jitter.

 Under heary and overloaded traffic conditions, the
reserved C2a has gnaller jitter than the unreserved Cla.
But, unreserved TG flows has smilar and small jitter.

Both reserved and unreserved IIOPGW flows have
bigger jitter than TG flows. While TG flow has a fixed
message size (1 KB), an IOPGW flow message size is not
only bigger (38KB at average) but also varies from 18 to
58KB. As a mnsequence, the transmitting time of an
IlOPGW message is variable and longer than TG, resulting

in alarger jitter. The jitter under normal load shows this fadt
becaise baoth urreserved (A1) and reserved (A2) [IOPGW
flows have much bigger jitter than TG (A3).

C. Discussions

1) NetVideo

The NetVideo experiments ow that the reserved NV
flows have obtained their requested QoS. Even when the
traffic condition shifts from normal to overloaded, the
reserved flows behave steady throughput, with low delay
and jitter, and without message loss In contrast, the recever
of the unreserved NV flow Cla receves only 50% of the
sending rate, resulting in 47% message loss

2) DIRM

The DIRM experiments dow a different set of results.
The Intserv reservations improve but do not guarantee the
IIOPGW performances. All traffic flows (reserved o
unreserved [IOPGW and TG) do not experience ay
message loss but their TCP segments may be internally
dropped (and re-transmitted). The drops are used to adjust
the congestion window to reduce the flow throughput as the
traffic load increases.

It is very important to notice, however, that a reserved
DIRM/IIOPGW flow experiences higher throughput and
lower delay and jitter than an urnreserved flow, as observed
previously.

DIRM has svera aspeds that contribute to its worse
QoS performance (1) DIRM generates bi-diredional TCP
traffic whereas NetVideo has only unidirediona UDP. (2)
DIRM/IIOPGW transmits large and variable-size messages
(from 18 to 58KB) (may cause big burst rate and heavy IP
padket fragmentation), whereas NetVideo transmits smilar-
size messages (roughy 1280 lytes). (3) DIRM reservations
cover only the main traffic flow portion and not the entire
traffic route, while NetVideo reservations are dl end-end.

Finaly, DIRM is a bit more complex than NetVideo.
DIRM integrates a group of programs runring on different
platforms: IOPGW and TG (C/C++) programs on Solaris,
and Slideshow (Java) programs on Linux, while NetVideo
hasNV and TG (C/C++) on Solaris.

3) TCP, UDP and QoS Provisioning

There ae important reasons why TCP and UDP
protocols affed the QoS of their flows differently. UDP
creaes a unidiredional data flow, while TCP credaes a bi-
diredional flow, one diredion for data (originated from the
sender) and the other for ACKs (originated from the
recaver). In fad, the TCP dow-start and congestion
avoidance mechanism [15-17] at the sender end monitors
ACK packets for traffic congestion control, and use this
information to dedde the data transmisgon rate.

Current QoS provisioning services, such as Diffserv and
Intserv/IRSVP, proted unidiredional streams. That is the



main reason why UDP applications like NetVideo get better

QoS. For a TCP applicaion, this one-way resource

provisioning gurantees only the data padets, while the

ACKs are not guaranteed and thus may be delayed or even

lost.

Once ACKs do not arrive in time, the sender slows or
stops transmitting data padkets, and even restarts the slow-
start medchanism if delays are larger than the timeout. The
net result is the reduction of the TCP throughput, as
observed in the Il OPGW flow.

V. CONCLUSIONS

This paper describes two sets of experiments in which
two dfferent applicaions have been extended to suppart
QoS using QoSockets and tested in a red network
environment. Their performances provide us an insight of
current Internet QoS behavior and chall enges.

e Both UDP and TCP applicaions benefit from QoS
(e.g., resource reservations) and experience significant
improvement in their performances. Non-QoS flows
may get better performance during light traffic, because
there ae no traffic control overheads, but suffer much
worse behavior under heavy or overloaded traffic.

* QoSockets is able to map the generic QoS requirements
of applicaions, very effedively, onto spedfic QoS
provisioning mecdhanisms in a manner transparent to the
applicaions. In addition, QoSockets generates QoS-
monitoring instrumentation of red-time network
performances, which is very valuable for QoS
assurance, adaptation and management.

e TCP applicaions demanding QoS need more &tention
of both end users and QoS provisioning mechanisms,
becaise these mechanisms do not guarantee bi-
diredional traffic flows. The ACK strean neels
guarantee as the data stream does, otherwise, in case of
ACK delay or loss the gplicaion QoS degrades.

e The DIRM experiment shows that the QoS of an
applicaion is dependent not only on a particular service
but aso on its own architedure. If the gplicdion
credes bi-dirediona traffic flows, transmits big size
messages, or includes complex software and hardware
components, the interadions with the QoS provisioning
medanics have to be caefully designed. Otherwise,
they may impad the overall QoS performance.

Intserv and Diffserv are presently developed as central
QoS provisioning services in current networks. In order for
these medhanisms to become available for network
applicaions, it is necessry to crede gpropriate
middeware that can bridge the neals of applications with
network QoS services. QoSockets provides this function
by keegping processng overheads to a minimum (under 1%)
and enabling simple incorporation of accessto QoS delivery
within applications, through minimal extensions of common
socket API.
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