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ABSTRACT

QoS (Quality of Service is an emergent
necesstate of next generation Internet, and has been
widely investigated by the mputer and
communicaion community. QoSME (Quality of
Service Management Environment) is presented in this
paper as a general solution d end applicaion QoS
management and guarantees. Some related reseach
works briefed firstly demonstrate that delivering QoS
to end applicaions easily is highly demanded. QOSME
architedure amploys the airrent prevailing network
protocols and techndogies (e.g., IP and ATM), and
incurs a QoS environment that interfaces end
applications with underlying QoS provisioning
services and manages applicaion QoS through
monitoring red-time network performances. The
QoSME system model is deployed with its s/stem
comporents including QoSockets (the socket-like
runtime ewironment), QoS MIBs (Management
Information Bases), SNMP (Simple Network
Management Protocol) agents and APIs (Applicaion
Programming Interfaces). Two typicd QoS
demanding multimedia aplicdions built using
QOSME are introduced. Finally, some conclusions and
future works are presented.
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1.INTRODUCTION

As the largest interconreded network around the
world, the Internet provides a number of esentid
communicaion services sich as WWW, email andfile
transfer (FTP) in ou daily life. So far, the Internet has
been evolved far beyond ou past predictions.
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However, various missontcriticd applicaions duch as
multimedia  teleconferences, and  e-commerce
applicaions such as ortline hotel or ticket reservation
and shoppng are dready surfing over the Internet and
demanding that the Internet service providers provide
QoS guarantees.

These gplicaions nead to aqquire their requested
service levels and qudliti es, varying largely one from
ancther. For example, an IP telephory application
requires voice signals arriving within a tolerated delay
variance (jitter); a video player requires a bandwidth
guarantee to convey its images snocthly; a red-time
monitor requires a srictly asaured delay of
communicaion, and an orine shoppng service
requires all data seaured withou loss

Usually, throughpu, delay, jitter and reliability
(losg are major concerns of applications’ requirements
on retwork performances. The Internet QoS
techndogy is to help application request and med
these network requirements. First, those gplicaion
QoS requirements shoud be mapped to the underlying
QoS provisioning services guch as Intserv (Integrated
Services [10]), Diffserv (Differentiated Services [4])
and ATM [6]. Second, retwork performances behaved
by the underlying services neal to be monitored to
ensure and adapt the gplication QoS.

In this paper, QOSME (Quadlity of Service
Management Environment) is presented to med the
above dallenges. It offers an open solution for
delivering QoS to end applicaions and managing
application QoS over network systems. QOoSME
interfaces applicaions with  appropriate QoS
provisioning services and applicaions request their
QoS in terms of QoS charaderizdion. Particularly, it
benefits the legacy Internet applicaions that are based
on the well-known Internet techndogies. On the other
hand, wsing SNMP [15] agents to access QoS MIBs,
QOSME enables applications to monitor red-time
network performances for QoS management.

This paper is organized as follows. Sedion 2 gves
a brief review of current QoS-related research works.
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QOSME architedure is introduwced in Sedion 3, and
followed by its QoS charaderizaion, povisioning and
management. Sedion 4 describes the QOSME model
and its gystem comporents such as QoSockets, QoS
MIBs and SNMP agents, and APls. Two multimedia
applications using QoSME, which are NetVideo (an
Internet  Video tod) and DIRM (a resource
management system), are introdwed in Sedion 5.
Findly, Sedion 6 summarizes and presents ome
future works.

2.RELATED WORKS

A large amourt of reseach efforts has been
contributed to the QoS investigation, Fere briefs about
some present-day typicd projeds.

Diffserv (Differentiated Services) that was
propcsed by Internet Engineaing Task Force (IETF)
[3][4] is a padket-based priority service that provides
severa types of premium or asaured services to med
differentiated user requirements of network services.
According to the SLA (Service Level Agreement), a
padket is classfied with a given service priority before
it is forwarded into a Diff serv network. The DSFILED
(Diffserv Field) [3] of the IP header is used to mark a
padket, i.e., setting the TOS byte of an IPV4 padcket.

“End System QoS Framework” of Washington
University [26] is to provide QoS requirements with
the end-system for networked multimedia goplicéions
and dvided into four QoS comporents. spedfication,
mapping, enforcement and protocol implementation.
Important system resources such as CPU, memory and
network are mnsidered to med the QoS requirements
for ead end-to-end appli catlion sesson.

EPIQ dore by University of Illinois at Urbana
Champaign [5] is developing a meta-computing
framework, by which endto-end QoS and resource
management can be stomized and integrated to
provide guaranteed services with negatiated quality to
time-criticd applications. It is working onan open
runtime ewironment of red-time gplication, end-to-
end QoS charaderizaion and communicdion protocol
design.

“Heidelberg QoS Model” from IBM European
Networking Center [8][9] provides QoS guarantees in
end-systems and retwork, and is implemented with a
continuows media transport system HeiTS/TP on the
top o ST-1l (network layer)[27]. HEIRAT (Heidelberg
Resource Administration Technique) is used to dfer a
QoS management scheme of end-to-end glarantees for
Hei TS/TP and includes QoS negatiation, computation
and admisson control from the data link layer to the

application layer. Two types of QoS are Guaranteed (at
maximum demand) and Statisticd  (dightly
overbooked), and have been experimented on the
Token Ring retwork.

Intserv (Integrated Services) proposed by IETF
[10~14] is a flow-based resource reservation service,
which employs guaranteed and controlled load services
to suppat end-end missontcriticd services such as
red-time service Intserv comes with the resource
reservation signaing potocol RSVP (ReSerVation
Protocoal) [11].

OMEGA of University of Pennsylvania [16] has
dore a interdisciplinary reseach work between
applicaion QoS requirements and available locd and
global resources. Two new protocols are proposed for
resource reservation and management, RTNP (Red
Time Network Protocol) at network layer and RTAP
(Red Time Applicaion Protocol) at application layer.
A QoS brokerage model is also proposed for resource
management including QoS translation and regatiation
inthe ATM network.

“OSl QoS Framework” proposed by ISO [17] is
primary on qulity of service suppat for OS|
communicaion. It defines a set of termindogy and
concepts for QoS, and povides a model covering
objeds related to QoS in OSl standards. This
framework consists of two types of management
entities: layer spedfic and system-wide, to med the
QoS requirements by monitoring, maintaining and
cortrolli ng end-to-end QoS.

QoSME from the DCC Group d Columbia
University [1][2] is targeted to provide a generic
architedure for applicaion QoS demanding and
management. It interfaces applicaion with the
underlying QoS provider to request QoS and monitors
red-time network performances to asare gplicaion
QoS.

QO0S-A (Quality of Service Architedure) proposed
by Lancaster University [18][19] is a multi-layer and
multi-plane achitedure of services and medchanisms
for QoS management and control of continuows media
flows in multi-service networks. Two important layers
are the aplicaion datform layer that provides
multimedia communicdions and QoS spedficéation in
an oljed-based environment, and the orchestration
layer provides jitter corredion and multimedia
synchronizgtion services aaoss multiple related
appli cation flows over the transport layer. Threeplanes
are the protocol plane which consists of distinct user
and control sub-planes for different QoS requirements
of control and cata, the maintenance plane which
contains a number of layer spedfic QoS managers and



the flow management plane which is resporsible for
flow establi shment, QoS mapping and scding.

QUASAR (QUAIity Spedficdion and Adaptive
Resource) from OGI [23][24] is working on QOS
spedfication for both adaptive and reservation-based
resource management, and concentrating on
distributed multimedia systems that dynamicdly
adjust to variability in avail able resources.

QuO (Quality of service Objed) propased by BBN
[25] isworking onthe QoS requirements of distributed
multimedia gplicaions with a CORBA dynamic
environment through a resource management and
avail ability model. This model is implemented at the
CORBA layer, exploits the underlying QoS of the
communicaion layer and alows an applicdion to
know of the adua QoS and adapt to changing
condtions. This projed isintegrated with QOSME.

TENET dore by University of Cadifornia &
Berkeley [29] is conducted with an experimental wide
areaATM network. It sets up a family of protocolsin
its architedure and povides deterministic and
statisticd guarantees for hard red-time and continuows
media flows. For example, RCAP (Red-time Channel
Administration Protocol) spans the transport and
network layers for resource reservation and flow
setup; RTIP (Red Time Internet Protocol) offers
generic connedion establishment, resource reservation
and signaling functions for the rest of the protocol
family; CMTP (Continuows Media Transport Protocol)
suppats communicaion over continuows media.

XRM (eXtended integrated Reference Model)
from the COMET Group d Columbia University [22]
develops a red-time modeling framework for control
and management of multimedia telecommunication in
ATM networks and end-systems popuated with
multimedia devices. It is divided into five distinct
functional planes: network and systems management,
resource @ntrol, data astradion and management,
conredion management and knding and e
information transport and computing. A database
“telebase” is developed to implement data sharing
amongall the XRM planes.

In summary, the dove QoS research works can be
divided into three céegories: (1) underlying QoS
provisoning medhanisms, e.g., ATM, Diffserv and
Intserv; (2) QoS control and management of network
communicaion, e.g., QoS-A, TENET and QoSME;
(3) End applicaion QoS middeware or environment,
e.g., QQSME, OMEGA and EPIQ. In addition, some
of them have worked ou some fundamental
frameworks ganning the @ove three céegories, e.g.,
0S| and XRM.

Clealy, the end applications requiring QoS do nd
want to hande the complexity of diredly deding with
underlying QoS provisioning services (in the first
cdegory). Instead, they need a user-friendy QoS
environment to demand and manage their service
qualities. QOSME is sich an environment described in
later sedions.

3. QOSME ARCHITECTURE

QOSME is originated from the QUAL (Quality of
Service Asairance Languege) projed [2] of Columbia
University. It serves end applicaion QoS by providing
a omprehensive achitedure (Fig. 3.) open to
applications and retwork systems. Rather than
propasing rew protocols, QoSME buil ds a middeware
between applicdions and the underlying resource
providers, which employs current Internet techndogies
(protocols and standards) of network transmisson
mechanisms, services and management.

3.10verall Structure

QOSME integrates the aurrent Internet protocols
and standards that are commonly used in network
communicaions. TCP/IP is the main networking
protocol suite of QOSME, and ATM is aso suppated.
SNMP [15 is used to ofer MIB-based QoS
management. Network protocols, TCP, UDP, ST-II
[27] and ATM [6], are aailable in QoSME.
Furthermore, TCP and UDP are provided to suppat
QoS requirements using the reservation protocol
RSVP, and cdled as R-TCP and R-UDP respedively.

Overall Architecture of QoSME

Application QoSME Application
Layer GUAL SNMP Agent
Network |GoS0OS| QoSocket | MIB
Layer !

TCP

Ubp | ASVP | ST-II | ATM
System UNIX/Linux  Windows NT
Layer

Eiher | ATM | FDDI _T;l’i:‘;"

Fig 3.1QOSME Architedure



At the network layer in Fig. 4.1, QoSockets
constructs the run-time QoS environment for QoSME
appli cations that use the network protocols (e.g., TCP,
UDP, ST-II and ATM). QoSockets establishes
conredions to ATM [6] or RSVP [11] for QoS
reservation and creages MIBs for QoS management.
QoSOS is the interfacepart to interface QOSME with
heterogeneous operating systems © as to use those
native resources (e.g., threads and signals) from the
system layer.

The application layer consists of end applicaions,
SNMP agents and QUAL. QoSME applicaions may
use QOSME API to communicae with QoSockets, or
use QUAL to describe their QoS requirements more
conveniently in terms of a friendly maao language
that helps users understand cdetail QoS spedficdions.
An SNMP agent is provided to accessQoS MIBs from
aremote SNM P-compli ant network manager.

3.2Q0oS Char acterization

The main types of QoS attributes in QOSME are
throughput, delay (and jitter), and réiability. In
addition, QoSME introduwes the coerced flag, to
coerce @mpatible QoS requirements of both senders
andrecavers of atraffic stream.

e Throughput

Four parameters are defined to represent the
network throughpu.

¢ min_rate. Lower bound & transmisgonrate;

¢ max_rate: Upper bound @ transmissonrate;

¢ peak_rate: Pe& transmisgonrate;

¢ size: Maximal sizeof transmitted messages.

Each rate is number of messages conveyed per
seond. The throughpu is the prodwct of the rate
(min_rate, max_rate, or peak rate) multiplied by the
messge size (bytes). For the ith traffic stream, its
throughpt is computed as (in bytes/s):

Minimal: t;, = min_rate x sizé (1)
Maximal: ty =max_rate' x sizé (1b)
Peak: t, = peek_rate' x sizé (1c)

» Delay & Jitter
Four parameters are related to the transmisson
delay andjitter.

¢ min_delay: Lower bound & transmisson celay;

¢ max_delay: Upper bound & transmisgon celay;

¢ int_delay: Maxima time dapsing between two
recaved messages;

¢ jitter: Maximal delay variance of two
conseautive messages

These parameters are metered in milli seconds.

- Reliability

The reliabilit y uses threemajor parameters.

¢ loss: Percentage of messages|ost;

¢ rec_time: Maximal time dapsed for recovering a

disrupted conredion;

¢ permt: Permutable flag indicating if messages can

be delivered ou of order.

QOSME also provides other parameters (e.g.,
conredion failures) used for monitoring network
reli ability.

» Coercdl flags

QoSME dlows both senders and recavers of a
stream to define their own QOS parameters.
Sometimes, the QoS parameters at ead end conflict
with ead ather and real to be merced (downgraded)
to a commonly acceted level. Coerced flags are
therefore used to indicae which parameters shoud be
coerced. If no coercion is requested, bah senders and
recavers use their own parameters to request QoS,
which may cause resource dlocation failure in case of
incompatibility.

For example, suppae two ends of a traffic stream
want to coerce their pea& rates (by setting
coerce_peak rate = True), and the rates of the sender
and the recever are 64 and 60 KBps (kilobytes per
seoond respedively. QOSME internaly coerces them
to the minimal common rate of 60 KBps, and ndifies
the new rate to bah sender and receaver. The sender
effedively downgrades its ped rate to 60 KBps as a
result.

3.3QoS Provision

QOoSME provides applicaion QoS by requesting
resource dlocaions of the underlying service providers
such as Intserv, Diffserv, and ATM. The aurrent
implementation tses ATM and Intserv/RSVP.
» Typesof QoS

¢  Guaranteed: guaranteed service

¢ Controlled Load: controlled-load service

The &ove two types of QoS are inherited from
Intserv/IRSVP, while QoSME also has more types of
QoS from ATM services.
» Modes of QoS

¢ Hard: QoS provisioning by ATM, inthe ATM
switch network

¢ Soft: QoS provisoning by Intserv/RSVP, in
the Internet

When an applicdion asdgns its QoS requirements,
QOoSME maps these requirements to QoS parameters of
RSVP or ATM. If a resource reservation is made,
QOSME assciates the network conredions of this
applicaionwith this reservation.

When a resource reservation fails, QoSME will
return a message to the gplicaion. Combining this

4



message with QoS MIB, an applicaion can know the
current status of avail able network resource, and then
adapt its QoS requirements and make anew request.

3.4Qo0S Management

Once a applicdion establishes a QoSME
conredion (via QoSockets), QoSME management
starts. It colleds various data from ead
communicaion  conredion, including QoS
spedficaions, conredion times, transmisson rates
and delays, and cdculates QoS parameter to deted
any QoS violation. All these data ae stored into
SNMP MIBs (Management Information Base), and
can be acesshle from a QoSME applicaion, o a
remote SNM P manager using an SNMP agent.

With MIBs, QOSME is able to control and adapt
the QoS requirements for particular applications. The
SNMP agent provided by QOSME can access (read
and write) these MIBs, so that an SNMP network
manager is able to monitor network status and to adapt
QoS requirements at aremote terminal.

4. QoSME SYSTEM and COMPONENTS

In this ®dion, QOSME system and its comporents
are introduwced that implement the QOSME architedure
described in last sedion. Currently, QOSME has been
available on several OS platforms including SunOS
4.1.x,Solaris2.5and Linux 2.0and 2.2.

4.1 System Model

QoSME App

-

QoSME s

Application

QoSME App
SNMP s
a1 Cow >
i

Runtime
Environment QoSocket
% QoS MIB
U’;’::’J"“g Salaris, SUNOS TCP R-TCP N
pstem Linux ST | AaL | N2
UDP |R-UDP

Fig 4.1QoSME System Model

QOSME has a set of comporents that compaose an
open QoS environment for user-end and network
management applicaions. Each comporent plays an

indispensable role in QoS delivery and management, as
showninFig. 4.1.

Similar to the QoSME architedure, QOSME system
is modeled into three sub-systems, and those
comporents are placal in the first two sub-systems:
application and runtime environment. The third sub-
system underlying system, offers QOSME avail able
resources from operating systems and retwork
systems.

A QOSME applicaion defines its QoS requirements
using either QoSME APIs or QUAL, and oliains QoS
guarantees via QoSockets at the runtime environment.
An SNMP V2-compliant agent is also dfered at the
application layer to access QoS MIBs generated by
QoSocketsin red time.

At the runtime environment, QoSockets provides
overall QoS functions to QoSME applicaions and
communicaes the underlying system for QoS
guarantees. Ancther important part is QoS MIB that
colleds data &ou QoS requirements and network
performances for QoS management. Third, QoSOS that
is not depicted in Fig. 4.1 aeds with patform-
dependent associations © that QoSME applications
can be platform-independent.

4.2 QoSockets: Runtime environment

QoSockets is the @re part and krings QoS to the
Berkeley sockets that are widely used nowadays by
network applicdions. It compiles the gplicaion
spedficaions into respedive transport protocols and
mechanisms, when passhble. Protocols suppated by
QoSockets include TCP, UDP, RSVP, ST-ll, and
ATM. QoSockets also generates instrumentation to
monitor the QoS delivered to the gplicaion and
constructs appropriate QoS Management Information
Bases (MIBs) to accessthis instrumentation.

Soader
App App
Socket Socket

N

SV L
Lz HS}*F"—— “HS*QIF" #RSVE| | Ptz

H
B 1r A

“Host “ Hiost |

Fig. 4.2Q0SME applications with Intserv/RSV P

%

Figure 4.2 shows how QoSockets operates above an
underlying RSVP service QoSockets delters
applicaions from the cmplexity of the interface
details of the spedfic QoS provisioning medhanism.
One wuld wse the same QoSockets gedficaion for
RSVPand ATM.
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Fig. 4.3QoS Management in QoSME

Figure 4.3 shows how QoSockets works with QoS
MIBs. When an application establishes a QoSockets
conredion, QoSockets darts colleding the
requirement and performance data related to the
conredion, including QoS spedficaions, conredion
duration, transmisson rates, delays, etc. It also deteds
QoS violation by comparing the QoS requirements
with red colleded performance statistics.

4.3Q0oSMIB & Agent: QoS Management

QoS management is ancther important part in
QOSME, as shown in Fig 4.3.To dothis, QoS MIBs
are qeded automaticdly by QoSockets, and the
SNMP agent is offered as a utility of QOSME to
accessthese MIBs.

QoS MIBs contain QoS statistics per applicéaion
(Fig 4.4, and integrates application level QoS

management into standard network management
frameworks, such as SNMP.
Structure of Q0SME MIB
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Fig. 4.4Q0S MIBsin QoSME

The data stored in the QoS MIBs are accesd
inside the gplicaion wsing the QoSME APIs and
from remote network managers using the QoSME
SNMP agents. Thus, QoSockets all ows applications to
control and adapt to QoS performance by using
application exception handling procedures (locdly) or
by requiring asdstance from network managers
(remotely).

The SNMP agent offered by QoSME is SNMP-V2
compliant, and accesses QoS MIB accessunder control
of aremote SNMP-based network managers. That is, a
network administrator, working at a distant site, can
control and monitor the QoS of QOSME appli cations.

4.4 APIs: Application Programming | nterfaces

QOSME provides APIs using a C library similar to
the interfaces of Berkeley sockets. Thase APIs include
the following abstradions.

» Conredion Establishment: initialize and establish
conredions and reserve the @plicaion QoS
requirements gedfied.

» Sedledion d Protocols: seled a spedfic transport
protocol and kind a socket addressto a QoSockets
conredion endpdnt.

* Monitoring QoS delivery: monitor the QoS
performance of applications communicaions, and
store the sampled performance statistics into QoS
MIBs.

e QoS MIB Access access values of QoS MIBs
using SNMP-based interfaces.

Alternatively, applications can use QUAL to spedfy
QoS requirements that are cmpiled into run time
comporents that map and monitor the ad¢ual QoS.

5. QoSME Applications

Recantly, the QoS performances of two multimedia
applications Using QoSME have been investigated in
[30]. Thefirst is NetVideo [29], a UDP-based red-time
video todl; and the other is DIRM (Dynamic Integrated
Resource Management) [25], a TCP-based resource
management system for CORBA (Common Objed
Request Broker Architedure [31])-based applicaions.
Both applicaions were originaly developed using
sockets and have been easily modified to use QOSME
so that they take alvantage of its powerful QoS
infrastructure.

Testbed of Netvideo with QoSME
Sender Receiver
NeWideo Salaris 05 Solariz | MefVideo
QSME _|Sms  Metne  OTY | QoSME
UOP[ RSVP|iC, ober  Somer [UDP[ RSVP

LIDP Traffic ™

Subnet 10

192.168.1.0
e Ro

Senal Connection (1.5M)

Fig. 5.1Net Video with QoSME

Ethernat (10M) Ethernet (10K)



» Application 1: Net Video

NetVideo is a multimedia tod for the Internet that
captures, transfers, and receaves red-time video
pictures using UDP, in either unicast or multicast. The
proposed version wses the QOSME API to request QoS
for UDP transport (R-UDP), and is tested in a test bed
in which two dfferent LANs are mnreded througha
seria link (a bandwidth bdtlened) between two
CISCO routers (shown in Fig. 5.7). Two programs run
under two Solaris madhines, ore ads as a video sender
and takes pictures with video camera, and the other
ads as a video recever and dsplays receved pictures
onto screen.

* Application 2: DIRM

DIRM is a resource management environment and
provides a set of high-level APIs that asdsts objed-
oriented applicaions to agquire QoS at runtime. Upon
application request, DIRM allocaes and manages
network resources (e.g., tandwidth) dynamicdly using
the IlOPGW resource manager that bridges two ORBs
(Objed Request Brokers). IlOPGW uses the QoSME
APIsfor resource dlocationsto assure QoS of its TCP
transport (R-TCP).

Subnet 11 Sybnet 10

IOPGW IOPGW
|5Iidesh0w Semver ‘ O‘DSN?E QoSME Slidashow Client
‘ ws 0 ‘ ‘ fr ] ‘

TCP Trafid TCP Traffic | TG Trafic
HEI10 192168.1.0 12859100
{Router>——CRouter>

Serial Cannection (1.5M)

Ethemt (10M) Ethernet (10M)

Fig. 5.2DIRM with QoSME

Slideshow is a CORBA-based Java gplicaion,
and consists of two perts. a remote server and a locd
client. The server manages a repository of pictures,
and the dient requests those pictures and dsplays then
onto screen. Since two [IOPGW programs request
network resource reservations for al traffic streams
between them, the mmunicaions between
Slideshow server and client are provided with QoS.

By experiments, these two applicaions sow that
they (UDP and TCP applicaions) benefit from
QOoSME (e.g., resourcereservations) and experience
significant improvement in their performances.
QOSME generates very important MIBs of red-time
network performances, which is used for QoS

monitoring. However, TCP applicaions require bi-
dirediond traffic guarantees which are not diredly
provided by the QoS provisioning mechanisms.

6. SUMM ARY

This paper presents QOSME as a patential solution
for the Internet applicaion QoS management and
guarantess. It provides adually a middeware between
applications and unarlying resource systems, which is
built over prevailing retwork protocols. Moreover,
QoSME (using QoSockets) easily brings QoS to those
appli cations using the Berkeley sockets. Regarding the
QoS management, QOSME generates QoS MIBs and
uses SNMP agents to access red-time system
parameter and retwork performance data.

Future works include extending QoSME to suppat
flexible QoS adaptation and regatiation. End
applications usually have to adapt their QoS
requirements to the varying retwork conditions. On the
other hand, flexible QoS adaptation and regatiation
enable aplicaions to uwse network resources
efficiently.

Another topic is to enable gplicaions obtaining
appropriate network service guarantees using uriform
interfaces, regardless what system platforms,
provisioning services and programming languages are.
It also benefits legacy applications to acquire QoS even
they do nd include those QoS APIs. Some ealier work
has been pubdished in[32].
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